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or the past two decades the transatlantic community has been confronted with multiple and 

diverse threats. As a consequence, NATO has engaged in long-term and complex missions 

outside traditional geographic regions of interest, increasingly coupling usual military 

instruments with new ones. The last year, however, has been a period of profound geopolitical shifts. 

The exact scope of this impact on global security still remains to be seen. Nonetheless, given the 

lessons of the past decade, the Alliance must be ready to face hybrid threats (and corresponding hybrid 

warfare) from a number of regions, including: Russia and Post-Soviet States, the Black Sea region, 

the MENA region as well as other regions such as the Indian Ocean and the Pacific Ocean. 

In light of this, a new approach to security that addresses the rise of hybrid threats from different 

regions may be required. In order to understand how NATO should respond to these threats, the first 

Plenary has considered the nature of hybrid threats, the actors involved, and the main geopolitical 

shifts that characterize the current strategic context. Against this background, the speakers highlighted 

the main military or political measures that NATO should evaluate in response to hybrid challenges. 

 

What Hybridity? 

The term ‘hybrid threats’ seems to dominate much of the discussion about the nature of contemporary 

and future threat assessment and warfare. More specifically, the concept is often used to identify the 

security challenges that NATO has to face in the current strategic context. In Wales, the 28 members 

of the Alliance officially declared their commitment to ensure NATO’s ability “to effectively address 

the specific challenges posed by hybrid warfare threats, where a wide range of overt and covert 

military, paramilitary, and civilian measures are employed in a highly integrated design”. 

Nonetheless, a shared and more specific definition of the concept is lacking, and due to its widespread 

use the term risks to lose its meaning and even to create strategic confusion instead of clarifying the 

features of present challenges.  

F 
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Indeed, as pointed by more than one participant, if hybrid warfare refers to the combined use of 

conventional/unconventional, regular/irregular, overt/covert means directed at the vulnerabilities of 

the opponent, then modern war has always been hybrid, and the Cold War represents the most clear 

example of the use of hybrid tactics. The specificity of present hybrid threats thus seems not to rely 

so much in the exploitation of the full-spectrum of modern warfare tactics, tools and domains 

(including cyber), but in the capacity of different actors to combine these latter within a complex and 

coherent strategy. The multilevel and multidimensional nature of hybrid strategies makes more 

difficult for the targets to recognize the very nature of the challenge, bringing together the different 

pieces of the puzzle; an ambiguity that complicates decision making – such in case of the recourse to 

Art. 5 of the Alliance – and relents the adoption of counter-measures, thus conferring a structural, 

strategic advantage to NATO’s adversaries.   

 

Which Actors? 

A strive for more conceptual clarity has embraced also the definition of the actors involved in the 

present hybrid warfare. On the one hand, it has been underlined how the risk of a too narrow 

focalization on just one actor (i.e. Russia, due to the contingent situation) could lead to underestimate 

the extent and the nature of the challenge posed to NATO by other actors and regions. On the other 

hand, some commentators highlighted how transformations in the nature of these actors are leading 

to a much more complex security context, in which the old conceptual lenses seem no longer to fit 

with this new reality. The role of ‘super-individuals’ and the emergence of ‘proto-states’ stand as the 

most striking examples of these dynamics. 

In many ways, ‘super-individuals’ can be considered as a by-product of globalization, that has acted 

as force-multiplier for digital actors able to exploit its potential. Internet enabled them to 

communicate instantly at almost no cost at every distance, to transfer money, to find information or 

to obtain hardware components and weapons designs: as a consequence, ‘super-individuals’ 

increasingly act on the world stage directly, unmediated by any state. Given the capacity they have 

to exert influence as well as to cause serious damage, one could argue that rarely power has been so 

dangerously diffused.   

At the same time, by contrast, we witness the emergence of ‘proto-states’: the Daesh (ISIS) is the 

clearest example of a loose terrorist network concentrating power in a meaningful territorial actor 

with the capability of waging conventional as well as cyber and information warfare, together with 

the financial means to sustain its action (from trafficking, taxation, exploitation of natural resources, 

kidnapping).  

 

The ‘New Normal’? 

These conflicting dynamics partially explain the complexity – and the resulting confusion – that 

seems to dominate the current strategic context. Hybrid threats are not confined to an actor or a region, 

but are employed by different type of actors (state, non-state, proto-states) at different levels 

(operational, tactical, strategic) and in different regions (Russia, but also Daesh controlled area 

between Syria and Iraq, China, Iran). NATO, which is a typically Westphalian organization finds 

itself increasingly immersed in a post-Westphalian world in which the usual distinctions state/non-

state, civil/military, domestic/international, peace/war are losing all their heuristic capacity. As put it 

by one panellist, current hybrid warfare stays somewhere in “between chaos, confusion, and 

Clausewitz”.  
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Thus, the most daunting challenge for the Alliance might not be found at the military level, but 

consists instead in grasping the sense of this security scenario. This would probably require the 

development of a totally new mind-set, overcoming the illusion of an imminent return to ‘normality’. 

The multiple, hybrid and simultaneous security challenges the West has to face, as well as the 

continuous, unpredictable, recurrent explosion of crisis are what one commentator defined as “The 

New Normal”.  

 

What NATO Could Do? 

Notwithstanding the sense of strategic confusion that permeated some reflections, many contributions 

reflected instead on NATO’s current strengths. Deterrence – both conventional and nuclear – has 

been recognized as an area in which NATO maintains a significant capacity, although its effects on 

non-state actors cannot be taken for granted and its maintenance requires an increased effort by all 

the member states, as agreed in Wales. The credibility of deterrence rests also on the capacity to take 

decisions in a rapid and cohesive manner: in this view, although the Rapid Reaction Plan is a welcome 

development that could make NATO more pro-active and agile, the results it can bring in terms of 

deterrence (and defence) would be hampered without parallel improvements at the decision-making 

level. These, in turn, would not require just technical or organizational solutions, but also more 

firmness among the member states when their shared democratic values (and vital interests) are at 

stake.    

Resilience – the capacity of bouncing back – is another dimension that has attracted significant 

interests among speakers. Given the difficulties associated with defence from and deterrence of 

hybrid threats, increasing resilience of member states’ material capacities, as well as their institutions, 

economies and societies, looks at least as a very promising second-best strategy. Although NATO is 

not primarily positioned to increase the resilience of its members states, in the coming future the 

Alliance could do more in this direction, coordinating members states’ efforts and cooperating with 

those institutions, such as the European Union, that already display a vast expertise and a significant 

capacity in this domain. In this view, NATO’s Allied Command Transformation, due to its forward-

looking mandate, seems to be perfectly positioned to explore and suggest the dimensions in which 

future resilience might be improved.  

Partially related to resilience, technological development surfaced as another area in which NATO 

still enjoys significant advantage. Nonetheless, both the process of technological diffusion and 

massive investments by other actors are rapidly reducing this gap and the very possibility to maintain 

a technological edge in the coming future, if not matched by parallel efforts by all the allies. Similarly, 

strategic communication/information warfare is one dimension in which the members states enjoy 

significant capacities. Yet, these have not been exploited to the fullest to counter present hybrid 

threats, mainly due to a lack of coordination and, especially, difficulties with NATO’s legitimacy and 

support among the European public opinion.  

Overall, the fluidity and complexity of this strategic context demand NATO an increasing capacity 

to adapt and transform quickly in order to face both emerging and prospective threats. This means to 

use reliable data, accurate forecasts and solid analysis in order to prepare for the most likely strategic 

scenarios. But it also means to look for out-of-the-box thinking, cutting-edge research and forward 

looking visions in order to “prepare for the unexpected”.  In such a context, the Allied Command 

Transformation programs and activities might turn out to be one of the main strategic assets for the 

Alliance’s persistence and success. 

  




